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Abstract

A scan statistic methodology for detecting anomalies has been de-
veloped for application to graphs. We equate anomalies with vertices
that exhibit high local connectivity properties. In particular we look
for cases where all vertices have similar local connectivity, except for
one vertex (a champion) that has much higher connectivity at a cer-
tain level. For example, a neighborhood champion is a vertex whose
closed neighborhood is larger than those of other vertices; a scale k
champion is a vertex whose distance k closed neighborhood is larger
than those of other vertices. An anomaly graph is a graph with a
scale k champion, in which all neighborhoods are the same size at dis-
tance h when h < k, and the distance k closed neighborhoods of the
non-champions are of equal size.

We shall survey the constructions of anomaly graphs and more
general results on neighborhood champions.

1 Introduction

1.1 Scan Statistics

Scan statistics provide a statistical inference methodology in which a window
is scanned about a data field, a locality statistic is calculated based on the
data in each window — e.g, the mean for an image or a time series, or
the number of events for a point pattern — and the maximum of these
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locality statistics is compared against some appropriate extreme value null
distribution. This approach has long been used to detect anomalies — local
regions of excessive activity — in spatial or temporal data. There is a vast
literature on this methodology; see, for instance, the survey book [1] for
historical context, development and applications.

Recently, an analogous methodology for detecting anomalies has been
developed for application to graphs, where “anomalies” are equated with
vertices that exhibit distinctive local connectivity properties [4, 5].

We assume the standard ideas of graph theory. We sometimes specify the
vertex-set V' and edge-set E of a graph G by denoting the graph V (G, E).
|V| and |E| are respectively the order and size of G. The complete graph
on n vertices is K,,, while K,,, denotes the complete bipartite graph with
vertex-sets of sizes m and n. The distance d(v,u) between two vertices v, u
in a graph is defined to be the number of edges in a shortest path from v to
u. The closed k-neighborhood of a vertex v is defined as

Ni[v] ={u eV :d(v,u) < k}.

When k£ = 1 we simply use the term “closed neighborhood.” We sometimes
say a vertex sees the edges in its closed neighborhood (or sees at level k the
vertices in its closed k-neighborhood).

The scale-k locality statistic {Wy(v)}yey of a graph G(V, E) was defined
in [6] to be the size of the subgraph induced by the closed k-neighborhood
of v:

Ui(v) = [QNe[v])]

The scale-k scan statistic My (G) is was then defined to be the maximum over
v € V of the scale-k locality statistics:

My (G) = max Uy (v).

veV

In a mild abuse of notation, we define Wy(v) to be the degree of vertex v in
G, and My(G) to be the maximum degree in G.

Large values of My (G), with “large” dictated by the distribution of Mj
under some appropriate homogeneous random graph null hypothesis, are used
to detect anomalies, i.e. the existence of local regions of excessive activity, or
more local connectivity than would be expected under the null hypothesis.



The vertices associated with these anomalies, elements of the set
Vi (G) = argmax W (v),
veV

are potentially operating under some alternative model H, and may be can-
didates for further investigation by subsequent processes. More generally,
outliers amongst the {Wy(v)},ey are anomalies. However, outliers with un-
usually small locality statistics would need to be investigated by other meth-
ods, and are not the subject of this study.

An anomaly graph (for scale K) is a graph G such that, for some integer
K > 2:
(P1) locality homogeneity for all scales k < K:
for k < K, there exists a constant ¢; such that Wy (v) = ¢; for allv € V —
that is, these scale-specific locality statistics are constant across vertices;
(P2) unique and dramatic champion for scale K:
there exist a constant cx and a distinguished vertex v* such that W (v) = cg
for all v # v* and Vg (v*) >> cx — that is, the scale-K locality statistic
is constant across vertices except for v* and is dramatically larger for the
distinguished vertex v*. An anomaly graph possesses a unique and dra-
matic champion v*, a clear outlier amongst the scale-K locality statistics
{Uk(v)}vev, and no outliers amongst locality statistics for any smaller scale;
thus the scale-K scan statistic M will detect an anomaly while no other
scale-specific scan statistic M with k£ < K will do so.

2 Families of anomaly graphs

2.1 Anomaly graphs with K > 1

The following construction, from [6], yields graphs G, for integers K > 2
and r > 1; Gk, is an anomaly graph for scale K, except for G3;. Gk, is
constructed from 2r+ 1 depth-K 2r-ary trees T;, where the subscripts K and
r are integers mod 2r + 1, another vertex v*, and the following additional
edges: the root of each tree is joined to v*, and the (2r)%~! leaves of tree T;
are connected to the (2r)%~1 leaves of the trees T(i—1) and T{;41) in r-regular
bipartite fashion. This can be done in many ways: for example, the 2r leaves
with a common parent could arbitrarily be partitioned into two r-sets, and



the members of each such set in T} could be joined to the members of one
of the sets in T(;_;) and one of the sets in T{;;1). The construction is shown
in Figure 1. It may be shown that G, has properties (P1) and (P2) unless
K = 3,r =1 (in that case, the vertices at level 2 are all equal ”champions”).
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Figure 1: Illustration of the construction of anomaly graph Gk ,.

2.2 Some anomaly graphs with K =1

The existence of anomaly graphs for K = 1 appears to be a difficult problem.
We shall present some infinite families of graphs that have a unique vertex
v* for which Uy (v*) >> W, (v) for all vertices v # v*. We do not satisfy (P2),
because Vg (v) is not constant, although (P1) is satisfied in some cases (in
this case (P1) is simply regularity). These results will appear in [2].

2.3 First construction

In our first construction, the degree is approximately half the order of the
graph.

We first form a graph with 4n + 1 vertices, regular of degree 2n, for
positive integer n.



We start with a complete bipartite graph Ky, 2, on 4n vertices, say 1, 2,
-+, 4n, where each of vertices 1, 2, - - -, 2n is joined to each of 2n+1, 2n+ 2,
-++, 4n (and no others). We add a new vertex, 0, join it to each of 1, 2, -+,
n,2n+1,2n+2, ---, 3n. We then delete edges (1,2n + 1), (1,2n+ 1), ...,
(n,3n). Formally:

(i) vertices are 0, 1, 2, ---, 4n;
(ii) 0is adjacent to 1,2, -+-, n, 2n+ 1, 2n+2, - -+, 3n;

(iii) 7 is adjacent to j + 2n for 1 < 4,57 < 2n, except i is not adjacent to
1+ 2n when <1 <n.

U, (0)=n2+mn, ¥(i) =3n—1when1<i<nor2n+1<i<3n,and
U, (i) = 2n otherwise. So 0 is a neighborhood champion.

This construction is useful when n > 2, that is the number of vertices is
at least 9. It is of course more important for large n.

If the number of vertices is congruent to 3 modulo 4, say 4n + 3, a similar
construction is available. The vertices are 0, 1, 2, ---, 4n + 2. Vertex 0 is
adjacent to 1,2,--- ,n, 2n+2, 2n+2, ---, 3n+ 1. The other vertices form a
Kopt1,2n+1 with vertices 1, 2, - -+, 2n+1 joined to each of 2n 42, 2n+3, - - -,
4n+ 2, except each edge (i,7+2n+1) is deleted, as are the edges (1,2n + 3),
(2,2n+4), ..., (n—1,3n+1), (n,2n+2). Then ¥;(0) = n? ¥,(i) = 3n—2
when 1 <i<nor2n+2<i<3n+1, and V(i) = 2n otherwise.

If the number of vertices is even, interesting graphs can be constructed by
deleting one vertex (other than 0). Although not regular, these graphs have

neighborhood champions and are almost regular. We shall refer to them as
approximation graphs.

Another interesting construction is available when there are 4n + 3 ver-

tices; again, call them 0, 1, 2, --- , 4n+2. Vertex 0 is adjacent to 1,2, , n,
2n+2,2n+2, ---, 3n+1. The other vertices form a Ky, 11 2,41 With vertices
1,2, ---, 2n + 1 joined to each of 2n + 2, 2n + 3, ---, 4n + 2, except each

edge (i,i+2n+1) is deleted for 1 < i < n. Then ¥(0) = n?+n, U;(i) = 3n
when 1 <i<nor2n+2<i<3n+1, and V(i) = 2n otherwise.

This graph would be regular except for the fact that the champion vertex,
vertex 0, has degree one smaller than all the others.



2.4 Second Construction

We now present an infinite family of regular graphs with neighborhood cham-
pions, in which the degree is relatively small. We form a graph with tn + 1
vertices, regular of degree 2n. Clearly 2n can be arbitrarily small compared
to tn + 1.

We start with ¢ sets Si,Ss,...,5; (where these subscripts are integers
modulo t), each containing n vertices: write

Si = {%‘1, Li2s -« - 7$m}-
We add another vertex xy. Then:

(i) xo is adjacent to all members of S; U S;
(ii) Each member of S; is adjacent to each member of S; 1 U S;,1 except

(iii) 21, is not adjacent to xg; for 1 < j < n.

Uy (z9) = n? +n, ¥i(z;;) = 3n—2 when i = 1 or 2, and ¥y (z;;) = 2n
otherwise.

This construction is useful when ¢ > 4. It is of course more important for
large n.

If the required number of vertices is not congruent to 1 modulo n, ap-
proximation graphs can be constructed by adding one vertex to one, two,
...or all of the sets S;. The degree will be 2n+ 1 or 2n + 2 for some vertices.

3 More theoretical results

In this section, which presents results from [3], we focus on the pure graph
theory of the situation, and consider the existence of neighborhood champions
for scale 1 in connected regular graphs. We shall sometimes discuss graphs
in which more than one vertex attains the maximum value M;(G). We shall
use the word “co-champion” to denote these vertices.

Theorem 1 Ford = 1,2, and 3 there are no d-reqular graphs with a neigh-
borhood champion.



Proof Clearly regular graphs of degrees d = 1 or 2 have no champions.

Now suppose G is a cubic graph: If M;(G) = 3 then every vertex attains
M, (G). If Mi(G) = 4, then any vertex x with U;(z) = 4 lies in exactly
one triangle, and the other vertices of the triangle are co-champions; so G
contains at least three co-champions. If M;(G) = 5 and vertex x sees five
edges, the configuration must be as shown in Figure 2, where y is a co-
champion. And if M;(G) = 6 (the maximum) we have G = Ky, and every
vertex is a co-champion. Thus no cubic graph has a champion. 0O

X

Figure 2: A cubic configuration

However, one can construct cubic graphs with precisely two co-champ-
ions, or twin champions, for every even number n > 10 of vertices. From
above we must have M;(G) = 5.

A short exhaustive search shows that this is impossible for fewer than 10
vertices (the graphs may be found on page 127 of [7]).

For every even n > 10 we construct a cubic graph G on n vertices for

which ¥, (z) = M;(G) = 5 for precisely two vertices. Our technique is to
implant the graph shown in Figure 3 as a subgraph of a host graph. The
implant graph H has six vertices a, b, p, q,y, z and adjacencies ap, bq, yp, yq,
zp, 2q, Yz.
Construction Select any triangle-free cubic graph on n — 4 vertices and
choose any edge ab in that graph. Delete this edge. Then identify vertices
a,b with the vertices a, b of H. See Figure 4 for an example of this; the value
of Wy (x) is shown on each vertex and the champion is emphasized.

Uy (y) = Wi(z) =5, ¥i(p) = ¥1(q) = 4 and ¥, (z) = 3 otherwise.

To show that the construction is always possible for n > 10, we observe

Lemma 1 Ifn —4 = 2s > 6, there is a triangle-free cubic graph on n — 4
vertices.



Figure 3: The graph H to be implanted
Proof Take the integers modulo 2s as vertices. For each i, let vertex i be
adjacent to vertices i — 1, ¢ + 1, and i + s (modulo 2s). O

(This graph is called a Mébius ladder |7, p263].)

So we have

Theorem 2 For every even n > 10 there exists a cubic graph on n vertices

with precisely two co-champions.

a b ee‘:‘ee

Figure 4: Example for 10 vertices

3.1 General Constructions: d > 4

For even d > 4 let ny(c,d) be the smallest number such that for every n >
no(c, d) there exists a n vertex d-regular graph with precisely ¢ neighborhood
co-champions; for odd d we require existence for even n > n,(c, d) only.

In this section we discuss ny(1, d).



A one-factor is a graph consisting of disjoint edges; in particular, given
two ordered sets of vertices Y = {yo,y1,...,Yn—1} and Z = {20, 21, ..., 2n_1},
we define the one-factor F}'(Y, Z) to consist of the edges

YoZj, Y1214555 -+ - s Yn—12n—1+4,
where subscripts are reduced modulo n. Then K, , can be represented as

Fo(Y, 2) U FR(Y, Z)U... F2,(Y, Z).

Lemma 2 Suppose d > 4. For every t > 0 there exists a d-reqular graph,
with a neighborhood champion, on n = 3d + 2t + 1 vertices.

Proof Let H represent the complete graph on the d+1 vertices g, x4, . . .,
xq with the d edges of the cycle xgrixs...2x4_1 deleted. Take a copy of
Fy(Y,Z)UFMY,Z)U...EF} (Y, Z), where n = d + t, and delete the edges
Y020, Y121, - - - » Yd—124—1. Adjoin this to H by adding edges xgyo, xo20, T1Y1,
X121y oy Td—1Yd—1, Td—124—1- In this graph,

\Ill(xd) = d(d—l)/?,
Uy(x;) = (d*—5d+14)/2, for 0 <i<d—1,
Ui(y;) = Wilz) = d for 0<j<n—1.

Then z,4 is a champion provided d(d —1)/2 > (d*> — 5d + 14)/2, that is d > 4.
O

The above construction gives graphs whose order is of opposite parity
to d. When d is odd, this provides all possible orders from some point on,
because regular graphs of odd degree must have even order. However, for
even degree, another construction is needed for even orders.

Suppose G is the graph of Lemma 2 in the case where d > 4 is even. We
modify G to form G as follows: Add a vertex &. Delete the d/2 edges xoyo,
ToY2, T4lY4, --.,Ti—2Yq—2, and add the d edges ZTwo, Ty, Tx2, TY2, TT4, TY4,
s ,i’flﬁd,g, ‘ijde-

The W, values of all vertices of G are unchanged. We have V(&) =
d+ (%2) = (d* + 6d)/8. Thus vertex x4 is still the champion, and we have
Lemma 3 Suppose d > 4 is even. For everyt > 0 there exists a d-reqular
graph, with a neighborhood champion, on n = 3d 4 2t + 2 vertices.



Theorem 3 Suppose d > 4. Then

d+3 < ne(l,d) < 3d+1.

Proof For any d > 4 the only d-regular graph with d 4 1 vertices is Ky4,1,
which clearly does not have a unique champion. And for odd d > 4 there is
no d-regular graph with d+ 2 vertices, so ny(1,d) > d+3. And for even d > 4
the only d-regular graph with d+ 2 vertices is K4, minus a one-factor, which
again doesn’t have a unique champion; so ny(1,d) > d + 3 here also. Hence,
for any d > 4, we have ny(1,d) > d + 3. The upper bound n,(1,d) < 3d + 1
comes from Lemmas 2 and 3. O

3.2 Small degrees, d = 4,5

11 vertices 12 vertices

Figure 5: Small quartic graphs, each with a champion



By inspection, there are no 4-regular (quartic) graphs on n = 7 or 8
vertices with a unique champion (see [7, p145]). From Theorem 3 and the
examples for orders n = 9,10,11 and 12 shown in Figure 5 we see that
ne(4) = 9, i.e., there is a 4-regular graph, with a neighborhood champion,
on n vertices whenever n > 9.

10 vertices

12 vertices

14 vertices

Figure 6: Small quintic graphs, each with a champion



Similarly, at degree 5, inspection shows (see [7, p154]) there are no quintic
graphs on n = 6 or 8 vertices with a unique champion. We present examples
on 10, 12 and 14 vertices in Figure 6, showing that n,(5) = 10. Thus there
is a H-regular graph, with a neighborhood champion, on n vertices for every
even n > 10. So the cases of d = 4 or 5 are completely solved.
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